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Privacy Awareness Week 2026 - Facial recognition technology transcript

1
00:00:04,260 --> 00:00:07,980
What many businesses and individuals may not realise is that if you use CCTV and facial recognition technology, or FRT,

2
00:00:08,100 --> 00:00:11,680
this can give rise to privacy law risk, meaning you are required to comply with

3
00:00:12,000 --> 00:00:15,940
privacy law obligations relating to the collection and use of personal information,

4
00:00:15,980 --> 00:00:19,100
including sensitive information.

5
00:00:19,200 --> 00:00:22,820
Video surveillance clearly involves the collection of personal information,

6
00:00:22,980 --> 00:00:24,550
as it identifies individuals.

7
00:00:25,460 --> 00:00:29,400
However, it can also trigger additional risk and compliance requirements

8
00:00:29,440 --> 00:00:31,480
relating to sensitive information.

9
00:00:31,940 --> 00:00:35,720
This is because video footage and FRT may capture information about a person’s

10
00:00:35,900 --> 00:00:39,820
race, or their religion, for example through cultural attire or headwear.

11
00:00:39,920 --> 00:00:43,600
It may also attract compliance obligations in relation to political opinion,

12
00:00:43,660 --> 00:00:47,640
such as where a person is wearing message‑based apparel.

13
00:00:47,680 --> 00:00:49,930
Union affiliation can also be captured,

14
00:00:50,760 --> 00:00:54,160
particularly on industrial worksites where union branding is commonly worn.



15
00:00:54,220 --> 00:00:58,200
In addition, the use of facial recognition technology introduces the collection

16
00:00:59,040 --> 00:01:02,500
and use of biometric information.

17
00:01:03,060 --> 00:01:06,700
This can include facial patterns, voice data,

18
00:01:06,740 --> 00:01:10,180
and, in some cases, eye or iris scans.

19
00:01:10,220 --> 00:01:13,960
Where an organisation collects personal or sensitive information,

20
00:01:14,560 --> 00:01:18,120
consent is generally required.

21
00:01:18,780 --> 00:01:21,360
While there are certain exemptions and permitted general situations,

22
00:01:22,060 --> 00:01:25,710
the general rule of thumb—particularly for sensitive information—

23
00:01:25,740 --> 00:01:29,720
is that explicit or express consent must be obtained.

24
00:01:29,740 --> 00:01:31,600
Sensitive information must also only be collected and used

25
00:01:32,200 --> 00:01:35,960
for the specific purpose for which consent has been given.

26
00:01:36,000 --> 00:01:39,830
Recent regulatory decisions highlight the importance of this.

27
00:01:39,940 --> 00:01:43,820
In the Kmart matter, the Office of the Australian Information Commissioner found that

28
00:01:43,880 --> 00:01:47,400
Kmart’s use of video and facial recognition technology

29
00:01:47,440 --> 00:01:51,030
was disproportionate to the purpose for which it was collected.


30
00:01:51,060 --> 00:01:54,210
By contrast, in the more recent Bunnings decision,

31
00:01:54,240 --> 00:01:57,360
Bunnings was able to demonstrate that its use of CCTV

32
00:01:57,440 --> 00:02:01,340
was necessary for safety and security purposes,

33
00:02:02,140 --> 00:02:04,100
and that it complied with the Privacy Act.

34
00:02:04,920 --> 00:02:08,650
The key takeaway is that if you intend to use CCTV or facial recognition technology,

35
00:02:08,720 --> 00:02:12,480
you must carefully consider how the information is collected and used,

36
00:02:12,860 --> 00:02:16,800
and ensure it is proportionate to its intended purpose.

37
00:02:16,940 --> 00:02:20,640
That purpose may relate to security, safety, or legitimate business operations.

38
00:02:20,700 --> 00:02:23,080
Transparency is critical.

39
00:02:23,640 --> 00:02:27,300
Organisations must provide clear notice to affected individuals

40
00:02:27,380 --> 00:02:31,320
and obtain consent where required.

41
00:02:31,360 --> 00:02:34,800
Consent may be passive for personal information,

42
00:02:35,100 --> 00:02:39,020
for example through visible signage.

43
00:02:39,090 --> 00:02:42,780
However, express consent will generally be required

44
00:02:42,820 --> 00:02:46,700
where sensitive information is being collected.


45
00:02:46,720 --> 00:02:50,620
This may be achieved through visitor sign‑in processes,

46
00:02:50,640 --> 00:02:54,160
declarations, or other clear consent mechanisms.

47
00:02:55,420 --> 00:02:59,300
At Colin Biggers & Paisley, we recommend that organisations using CCTV or FRT

48
00:02:59,360 --> 00:03:03,140
take proactive steps to manage privacy risk.

49
00:03:03,220 --> 00:03:07,080
This includes undertaking a privacy impact assessment,

50
00:03:07,100 --> 00:03:10,810
understanding how information will be collected and used,

51
00:03:11,300 --> 00:03:14,930
and reviewing and updating privacy policies, notices, and consent forms.

52
00:03:15,020 --> 00:03:17,540
Organisations should also implement a data breach response plan.

53
00:03:17,800 --> 00:03:21,780
This will assist in responding effectively to a data leak or breach,

54
00:03:21,800 --> 00:03:23,700
and help position the organisation appropriately

55
00:03:24,560 --> 00:03:28,280
should notification to the Office of the Australian Information Commissioner be required.
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