
[image: ]


Privacy Awareness Week 2026 - Managing employee data breaches transcript

1
00:00:04,140 --> 00:00:08,029
Hi, my name is Grace Ellis, and I’m a solicitor in the technology and data team at Colin Biggers & Paisley.

2
00:00:08,061 --> 00:00:09,260
As part of Privacy Awareness Week,

3
00:00:10,160 --> 00:00:12,960
I will be outlining some key considerations to assist organisations

4
00:00:13,040 --> 00:00:16,800
in managing and preventing employee data breaches.

5
00:00:16,820 --> 00:00:20,520
Building public confidence in how an organisation handles personal information

6
00:00:20,540 --> 00:00:23,940
starts with trust internally between employers and employees.

7
00:00:24,000 --> 00:00:27,120
Where employee personal information is involved in a data breach,

8
00:00:27,680 --> 00:00:30,540
organisations should respond quickly.

9
00:00:31,000 --> 00:00:34,720
This may include removing unauthorised access, remediating vulnerabilities,

10
00:00:34,760 --> 00:00:38,400
commencing investigations, notifying cyber insurers,

11
00:00:38,460 --> 00:00:42,340
and appointing an incident response management team.

12
00:00:42,420 --> 00:00:44,120
Legal advice should be obtained early

13
00:00:45,300 --> 00:00:49,060
to assess regulatory obligations, including whether the incident

14
00:00:49,520 --> 00:00:53,170
constitutes an eligible data breach under the Privacy Act,



15
00:00:53,500 --> 00:00:57,280
whether it is likely to cause serious harm,

16
00:00:57,320 --> 00:01:00,690
and whether notification to the Office of the Australian Information Commissioner

17
00:01:01,280 --> 00:01:05,170
and affected employees is required.

18
00:01:05,181 --> 00:01:08,460
Consideration should also be given to whether any exemptions apply,

19
00:01:08,860 --> 00:01:12,660
such as the employee records exemption under section 7B.

20
00:01:12,940 --> 00:01:15,440
Regardless of legal obligation,

21
00:01:15,960 --> 00:01:19,740
organisations may choose to voluntarily notify impacted employees

22
00:01:19,760 --> 00:01:23,690
to promote transparency and maintain trust.

23
00:01:23,700 --> 00:01:27,250
Maintaining trust is particularly important in light of the statutory tort of privacy,

24
00:01:27,280 --> 00:01:29,120
which allows employees to sue employers

25
00:01:29,860 --> 00:01:33,500
for serious invasions of privacy arising from misuse of personal information.

26
00:01:33,560 --> 00:01:37,500
Regulatory risk is also increasing.

27
00:01:37,560 --> 00:01:41,330
In 2025, the first civil penalty for a privacy breach

28
00:01:41,440 --> 00:01:44,810
was issued against Australian Clinical Labs Limited.

29
00:01:45,420 --> 00:01:47,920
Human resources teams should exercise particular care,


30
00:01:48,800 --> 00:01:52,060
given the volume of employee personal information they hold

31
00:01:52,160 --> 00:01:56,080
and the increasing use of AI tools,

32
00:01:56,120 --> 00:01:58,520
which present additional privacy and cyber risks.

33
00:01:59,040 --> 00:02:01,930
All employees should be aware of their organisation’s AI usage

34
00:02:02,420 --> 00:02:06,270
policies and associated risks, including the inadvertent disclosure

35
00:02:06,630 --> 00:02:10,509
of personal information to third-party vendors.

36
00:02:10,581 --> 00:02:11,009
When notifying employees or responding to complaints,

37
00:02:11,810 --> 00:02:15,040
organisations should clearly explain what occurred,

38
00:02:15,080 --> 00:02:17,520
the type of information involved,

39
00:02:18,180 --> 00:02:21,780
any available support, and employees’ right to complain

40
00:02:21,820 --> 00:02:25,680
to the Privacy Commissioner.

41
00:02:25,840 --> 00:02:29,600
Demonstrating improved cybersecurity, updated policies,

42
00:02:29,700 --> 00:02:30,100
and stronger procedures

43
00:02:30,920 --> 00:02:34,829
can also help to restore employee confidence.

44
00:02:34,900 --> 00:02:38,200
Best practice prevention goes beyond compliance


45
00:02:38,200 --> 00:02:41,780
and includes clear privacy and AI policies,

46
00:02:41,820 --> 00:02:45,680
contractual safeguards relating to AI use,

47
00:02:45,840 --> 00:02:49,600
need-to-know access controls,

48
00:02:49,700 --> 00:02:52,100
regular staff training,

49
00:02:52,920 --> 00:02:56,829
tested data breach response plans,

50
00:02:56,900 --> 00:03:00,200
regular data retention reviews,

51
00:03:00,200 --> 00:03:02,180
and fostering a culture

52
00:03:02,180 --> 00:03:05,000
where privacy is everyone’s responsibility.
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